
14-A-134  Ed. 02-2015 Page 1 of 2 

Cybersurance Application 
Agents E&O 

Agency/named insured:  Policy number:  

1. Does each computer require a password to gain access?  Yes  No 

If yes, do you require passwords to be at least 6 characters and changed regularly?  Yes  No 

2. For all software installed on your computers do you have a process in place for
maintaining the latest operating system & recommended security patches?  Yes  No 

3. Do you back up critical data and personally identifiable information on a regular basis?  Yes  No 

If yes, do you back it up onsite?  Yes  No 

4. Do you have a written information security plan that includes procedures on how
to handle and protect personally identifiable information?  Yes  No 

5. Do you encrypt data on office computers?  Yes  No 

6. Do you have a third party perform vulnerability scans or penetration testing on your
computer network at least once a year?  Yes  No 

7. During the past three years has your company experienced any serious information
security incidents, breaches or successful virus attacks, resulting in significant losses of
data or personally identifiable information, or potential legal liability?  Yes  No 

8. Do you use social media to promote or market your business?  Yes  No 

9. Do you block or restrict your employees from accessing their personal accounts
on social media sites?  Yes  No 

10. Select a limit and corresponding deductible:

Limit Deductible 

  $50,000 $1,000 

  $100,000 $1,500 

  $250,000 $2,500 

FRAUD WARNINGS 

FOR APPLICANTS IN THE FOLLOWING STATES: 

COLORADO – It is unlawful to knowingly provide false, incomplete, or misleading facts or information to an insurance 
company for the purpose of defrauding or attempting to defraud the company.  Penalties may include imprisonment, fines, 
denial of insurance, and civil damages.  Any insurance company or agent of an insurance company who knowingly provides 
false, incomplete, or misleading facts or information to a policyholder or clamant for the purpose of defrauding or attempting 
to defraud the policyholder or claimant with regard to a settlement or award payable from insurance proceeds shall be 
reported to the Colorado Division of Insurance within the Department of Regulatory Agencies. 

DISTRICT OF COLUMBIA – WARNING: It is a crime to provide false or misleading information to an insurer for the purpose 
of defrauding the insurer or any other person. Penalties include imprisonment and/or fines. In addition, an insurer may deny 
insurance benefits if false information materially related to a claim was provided by the applicant. 

FLORIDA – Any person who knowingly and with intent to injure, defraud, or deceive any insurer files a statement of claim or 
an application containing any false, incomplete, or misleading information is guilty of a felony of the third degree. 
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KANSAS – Any person who commits a fraudulent insurance act is guilty of a crime and may be subject to restitution, fines 
and confinement in prison. A fraudulent insurance act means an act committed by any person who, knowingly and with intent 
to defraud, presents, causes to be presented or prepares with knowledge or belief that it will be presented to or by an insurer, 
purported insurer or insurance agent or broker, any written statement as part of, or in support of, an application for insurance, 
or the rating of an insurance policy, or a claim for payment or other benefit under an insurance policy, which such person 
knows to contain materially false information concerning any material fact thereto; or conceals, for the purpose of misleading, 
information concerning any fact material thereto. 

KENTUCKY and PENNSYLVANIA – Any person who knowingly and with intent to defraud any insurance company or other 
person files an application for insurance containing any materially false information or conceals, for the purpose of 
misleading, information concerning any fact material thereto commits a fraudulent insurance act, which is a crime and 
subjects such person to civil and criminal penalties. 

MARYLAND – Any person who knowingly or willfully presents a false or fraudulent claim for payment of a loss or benefit or 
who knowingly or willfully presents false information in an application for insurance is guilty of a crime and may be subject to 
fines and confinement in prison. 

OHIO – Any person who, with intent to defraud or knowing that he/she is facilitating a fraud against an insurer, submits an 
application or files a claim containing a false or deceptive statement is guilty of insurance fraud. 

OKLAHOMA – Any person who knowingly, and with intent to injure, defraud or deceive any insurer, makes any claim for the 
proceeds of an insurance policy containing any false, incomplete or misleading information is guilty of a felony. 

OREGON – Any person who knowingly and with intent to defraud any insurance company or other person: (1) files an 
application for insurance or statement of claim containing any materially false information; or (2) conceals for the purpose of 
misleading, information, information concerning any material fact, may have committed a fraudulent insurance act. 

PUERTO RICO – Any person who knowingly and with intent to defraud, presents false information in an insurance request 
form, or who presents, helps or has presented a fraudulent claim for the payment of a loss or other benefit, or presents more 
than one claim for the same damage or loss, will incur a felony, and upon conviction will be penalized for each violation with a 
fine of no less than five thousand dollars ($5,000) nor more than ten thousand dollars ($10,000); or imprisonment for a fixed 
term of three (3) years or both penalties. If aggravated circumstances prevail, the fixed established imprisonment may be 
increased to a maximum of five (5) years; if attenuating circumstances prevail, it may be reduced to a minimum of two (2) 
years. 

FOR APPLICANTS IN ALL OTHER STATES EXCEPT NEW YORK: 

Any person who knowingly presents a false claim or fraudulent claim for payment of a loss or benefit or knowingly presents 
false information in an application for insurance is guilty of a crime and may be subject to fines and confinement in prison, 
and denial of insurance benefits. 

FOR APPLICANTS IN NEW YORK – Any person who knowingly and with intent to defraud any insurance company or other 
person files an application for insurance or statement of claim containing any materially false information, or conceals for the 
purpose of misleading, information concerning any fact material thereto, commits a fraudulent insurance act, which is a crime 
and shall also be subject to a civil penalty not to exceed five thousand dollars and the stated value of the claim for each such 
violation. 

This supplemental application must be signed by the owner (if the agency is a sole proprietorship), a duly 
authorized officer (if the agency is a corporation), or a partner (if the agency is a partnership). Carbon or stamped 
signatures are not acceptable. 

Applicant signature(s): 

Print name: Title: Date: 

Required in Iowa:  Soliciting agent: License number: 

I/We HEREBY DECLARE that the above statements and particulars are true to the best of my/our knowledge and that 
I/we have not suppressed or misstated any facts, and I/we agree that this supplemental application shall be the basis of 
the coverage issued by the company providing this insurance, and shall be deemed attached to and part of the policy. It 
is also acknowledged that the applicant is obligated to report any changes in the information provided herein that occur 
after the date of signature but prior to the effective date of coverage. 
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